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Abstract

Spam messages remain one of the most prevalent cybersecurity threats because they facilitate phishing, fraud,
and malware distribution through digital communication platforms. This paper evaluates the effectiveness of six
machine learning algorithms for spam message detection, namely Convolutional Neural Network (CNN), Support
Vector Machine (SVM), Decision Tree, K-Nearest Neighbor (KNN), Gaussian Naive Bayes (GNB), and Gradient
Boosting (GBoost). The proposed approach compares the performance of these classifiers using accuracy,
precision, recall, and F1-score to identify the most reliable model for distinguishing spam and legitimate
messages. Experimental results demonstrate that the CNN achieves the highest overall accuracy of 99%, with
precision, recall, and F1-score of 0.99, 1.00, and 0.99 for normal messages, and 0.99, 0.92, and 0.95 for spam
messages, respectively. Gradient Boosting provides the second-best performance with an accuracy of 92%, while
SVM, Decision Tree, and KNN achieve accuracies ranging from 88% to 90% but exhibit lower recall for the spam
class. Gaussian Naive Bayes produces the weakest performance with an accuracy of only 16%, indicating that
its feature independence assumption is insufficient for modeling the complex relationships within textual spam
data. These findings demonstrate that deep learning, particularly CNN, provides more accurate and balanced
spam detection than conventional machine learning approaches. The proposed model offers an effective solution
for practical spam filtering systems by minimizing both false positives and false negatives while maintaining high
classification reliability. Future work will investigate transformer-based language models, hybrid deep learning
architectures, explainable artificial intelligence techniques, and larger multilingual datasets to further improve
detection accuracy, interpretability, and robustness against evolving spam patterns.
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1. Introduction

Email spam detection is an important concern in the world of cybersecurity and digital
communications due to the increasing number of spam emails and their potential threats
to individuals and organizations. Unsolicited deceptive emails, commonly known as spam,
can potentially contain malicious software and gain access to sensitive information without
the recipient's consent [1]. They have the potential to occupy significant space and
consume a considerable amount of bandwidth, which can impact the effectiveness of email
communication [2]. In addition, the effectiveness of email communication is hindered by
the limitations of current spam filtering techniques, which often misclassify legitimate emails
as spam (resulting in false positives) [3]. Furthermore, the adaptive nature of spam emails
makes it necessary to continuously improve spam detection models to effectively identify
and filter out spam emails [4]. Overall, the development of accurate and efficient spam
detection models using machine learning algorithms is crucial for protecting users'
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confidential information and ensuring the smooth functioning of email communication
systems [5].

The primary difficulties in identifying email spam involve the incorrect categorization of
legitimate emails as spam, commonly referred to as false positives, the increasing volume
of spam emails, and the need for effective filtering methods [6]. Identifying and separating
spam emails from legitimate emails can be hindered by the use of spoofed email
addresses, where the sender's email address is manipulated to appear genuine [2].
Machine learning methods that rely on the content of emails have demonstrated their
effectiveness in identifying and screening out spam emails, but the large increase in email
spamming requires continuous study and classification of emails [7]. Additionally, the use
of artificial intelligence-enabled Deepfakes has exacerbated the issue of social spam,
where coordinated automated accounts spread spam, rumors, and fake news on social
networking sites [8]. These difficulties underscore the importance of developing strong
detection systems, dynamic datasets in real-time, and effective approaches to combat
malicious efforts aimed at undermining machine learning-based spam filters [9].

Effective and fast detection techniques are needed because they allow for the accurate
and timely identification of various events or conditions. In the context of voltage sags in
power systems, a fast and accurate algorithm is proposed for detecting voltage sags, which
can affect the operation of equipment connected to the power grid [10]. In the field of
neuroimaging, the presence of extensive datasets requires the creation of rapid
approaches for detecting changes in brain networks, enabling neuroscientists to
hypothesize about potential mechanisms [11]. Similarly, in the domain of salient object
detection, a novel framework is introduced, which distinguishes between semantic context,
spatial intricacies, and boundary data, addressing each aspect individually, leading to
improved accuracy and efficiency [12]. In the context of photovoltaic array fault detection,
the importance of rapid and precise methods cannot be overstated, as they play a pivotal
role in improving the effectiveness, dependability, and security of PV systems [13].

CNNs were selected as a method for email spam detection because of their capacity to
efficiently examine and categorize text-based information. CNNs have demonstrated their
effectiveness in various natural language processing applications, such as sentiment
analysis and text categorization. They excel at capturing localized patterns and
relationships within textual data, a vital capability for detecting spam emails. Moreover,
CNNs are well-suited to processing extensive datasets and autonomously acquiring
intricate features, reducing the need for manual feature engineering [14]. The use of CNNs
in spam detection has been demonstrated in multiple papers, such as Samarthrao et al [15]
and Huang [2]. These studies highlight the effectiveness of CNNs in detecting spam emails
by leveraging word embeddings and sequential properties of the text.

Comparing CNN to conventional methods in machine learning like SVM, KNN, Random
Forest, Decision Tree, and XGBoost algorithms. Relevance in this context stems from its
capacity to offer insights into the benefits of employing CNNs in various applications. CNN
models have shown remarkable performance in tasks such as sentiment analysis [16],
breast tumor segmentation [17], fake news classification [18], and mitosis detection [19].
These models have the ability to extract higher-level features and capture long-term
dependencies, which can lead to improved accuracy and performance [20]. In contrast,
traditional machine learning models may not be able to capture complex patterns and
relationships in the data as effectively as deep learning models. Therefore, comparing CNN
to conventional machine learning techniques allows researchers to understand the
advantages and limitations of each approach and make informed decisions about which
model to use for specific tasks.

Performance measurement of a model involves evaluating how well the model learns
the given data and applies that learning in practice. Different types of performance
evaluations exist, and the selection of evaluation metrics is contingent upon the particular



use case and machine learning technique being used. For example, in the context of
machine learning models for health conditions, average performance over an entire
population of interest is assessed, and subpopulation performance metrics are computed
to evaluate fairness and equity [21]. In the case of botnet detection using deep learning
models, Performance measures like accuracy, sensitivity, specificity, precision, and F1
score are utilized for the evaluation of performance and how well models can classify both
recognized and unfamiliar botnet traffic patterns [22]. Similarly, in the evaluation of intrusion
detection systems, performance metrics like precision and recall are computed to assess
the effectiveness of selected classifiers [23]. In the realm of recognizing handwritten digits,
the assessment involves a comparison of the accuracy and error rates among various
classifiers, and the suggested model (SIFT+PCA+CNN) demonstrates superior accuracy
and reduced errors [24].

The potential implications of the studies include improving email spam detection and
further development in cybersecurity. In the realm of spam detection research, machine
learning algorithms are commonly employed like Naive Bayes, SVM, and Ensemble Voting
classifiers to achieve precise categorization of spam emails [1] [25]. Additionally, the use
of ensemble voting classifiers is proposed to improve accuracy and performance measures
[2]. Another study focuses on developing a novel spam detection model using deep
learning approaches like Recurrent Neural Network (RNN) and CNN [26]. Furthermore, the
research investigates the potential for adversarial attacks against machine learning-based
spam detectors and proposes text crafting methods to improve attack effectiveness [27].
The results of these studies can be applied to enhance existing spam detection systems,
protect users from spam emails, and contribute to the development of more robust
cybersecurity measures.

2. Related Works

Email spam is characterized as unsolicited and misleading electronic messages that
are transmitted to individuals or organizations, often containing malicious content and
seeking unauthorized access to sensitive information [1]. It is a significant problem in digital
communication due to its potential to compromise user's confidential information and
disrupt communication channels [2]. The literature emphasizes the need for effective spam
detection methods to mitigate this problem [28]. Various algorithms and techniques have
been proposed for spam detection, including machine learning algorithms such as Naive
Bayes, Logistic Regression, SVM, and Artificial Neural Networks (ANN) [29]. These
methods utilize different feature sets, such as stopwords and word count, to classify emails
as spam or ham [3]. Identifying spam emails by analyzing their content, checking for
malware, and assessing sender information is essential for minimizing the risk to users'
sensitive data. In summary, effective email spam detection plays a vital role in upholding
the security and trustworthiness of digital correspondence.

Different strategies have been utilized for identifying email spam, and one alternative
approach is to leverage machine learning methods such as Multinomial Naive Bayes,
Logistic Regression, Linear Support Vector Machines (SVM), and ANN models. These
algorithms are used to differentiate between spam and legitimate (ham) emails by
analyzing the text content and metadata present in an email message [1]. An alternative
method involves utilizing an Artificial Neural Network (ANN) while employing the Term
Frequency-Inverse Document Frequency (TFIDF) technique. This method compares the
confusion matrix, accuracy, and precision of spam detection [30]. Traditional machine
learning classifiers like Naive Bayes, SVM, k-Nearest Neighbor, Decision Trees, Random
Forests, and AdaBoost have also been used for spam detection. In addition, an Ensemble
Voting classifier has been used to boost accuracy by merging the predictions made by
individual classifiers [25]. A novel technique for detecting spam emails has been
suggested, which combines the strengths of the Naive Bayes and J48 decision tree



algorithms through a hybrid bagging approach. This approach considers features such as
repetitive keywords, Cc or Bcc, domain, and header [3]. Supervised machine learning
techniques, including Naive Bayes, SVM, and Random Forest Classifier, have also been
used for spam detection with high accuracy rates [31].

Machine learning algorithms such as SVM, KNN, Random Forest, Decision Tree, and
XGBoost have been implemented in email spam detection. These algorithms have been
applied to various datasets to classify emails as spam or non-spam. The results of these
approaches have shown high accuracy rates, ranging from 91.5% to 98.8% [1]. Multinomial
Naive Bayes, Bernoulli Naive Bayes, GNB, Random Forest Classifier, and SVM have
achieved accuracy rates of 98.8%, 97.6%, 91.5%, 97.8%, and 98.5% respectively [32].
However, there are limitations to these approaches. Some of the limitations include the
need for pre-processing and feature extraction, the reliance on labeled datasets for training,
and the potential for false alarms or missed detections [30] [31]. Additionally, the
effectiveness of these algorithms can be influenced by factors such as general model
precision, the probability of various model mistakes, and user confidence [33].

CNN are extensively used in image analysis for email spam detection. CNN models
have been applied to detect image spams, which are unwanted content embedded inside
images, and pose a threat to email-based communication systems [34]. CNN's ability to
process grid-like data, such as images, makes it suitable for this task [35]. CNNs have
demonstrated their ability to autonomously learn distinctive features and effectively classify
diseases using medical images. They have been applied in various medical applications,
such as automatically categorizing skin lesions, identifying diabetic retinopathy, and
classifying X-rays for COVID detection. [36]. In the context of email spam detection, CNNs
have been trained using various image features and have shown robustness in detecting
image spams [4]. The use of CNNs in this domain offers a new tool for detecting image
spams and has been compared against existing tools [37].

The general architecture of a CNN consists of multiple layers, Comprising an input layer,
hidden layers, and an output layer, the hidden layers usually encompass convolutional
layers, ReLU layers, pooling layers, and fully-connected layers are commonly found within
the hidden layers of a neural network, which usually include convolutional layers, ReLU
layers, and pooling layers [38]. The pooling layers reduce the spatial dimensions of the
data, and the fully connected layers establish connections between all neurons in the
network. These layers work together to automatically detect features in images and classify
them accurately [39]. In the context of email spam detection, machine learning algorithms,
including CNNs, are used to classify emails as spam or ham (valid). Two feature sets,
specifically stopwords and word count, are employed to ascertain the characteristics of an
email based on its textual content and fields. Multinomial Naive Bayes, Logistic Regression,
Linear SVM, and ANN algorithms are applied to compare the performance of these feature
sets. Through the examination of email content, malware presence, and sender details, the
identification of spam emails can substantially mitigate the risk to users' sensitive data [34].

Email spam detection using CNN has shown significant advantages over traditional
machine learning algorithms. Several papers have compared the performance of CNN with
other algorithms and found that CNN outperforms them in terms of accuracy, precision,
and recall. For example, Sethi et al. [1] After comparing the effectiveness of Multinomial
Naive Bayes, Logistic Regression, Linear SVM, and ANN algorithms in contrast with CNN,
it was determined that CNN proved to be a more dependable approach for spam detection.
Similarly, Sheneamer compared deep learning methods like CNN and LSTM with
traditional machine learning algorithms and found that deep learning algorithms, especially
CNN with the GloVe model, achieved higher accuracy scores [40]. These results indicate
that CNN is a promising approach for email spam detection, offering improved performance
compared to traditional machine learning algorithms.

Several factors influence the performance of CNNs in email spam detection. One



important factor is the use of word embedding techniques, such as BERT, which enhance
the accuracy of the models in classifying spam emails [1]. Another factor is the
incorporation of sentiment analysis and sequential properties of the email body text using
techniques like Word-Embeddings and Bidirectional LSTM networks [15]. Additionally, the
use of CNNs to extract higher-level text features can improve the training time and overall
performance of the model [30]. It is also worth noting that adversarial attacks on machine
learning models, including spam detectors, can affect the effectiveness of CNNs in
detecting spam emails [41]. These factors collectively contribute to the performance of
CNNs in email spam detection.

Machine learning and CNN techniques have been implemented in the context of
phishing detection on websites. Researchers have investigated computer vision methods
and developed deep learning and machine learning classifiers for the identification of
phishing websites and their associated brands. [42]. Various machine learning algorithms
like Logistic Regression, Adaboost, and Gradient boost have been compared to identify the
approach that provides maximum accuracy rate and time effectiveness [43]. The proposed
Stacking Classifier achieved an accuracy of 85.6% in phishing URL detection [44]. A novel
CNN with self-attention, called self-attention CNN, has been proposed for phishing URL
identification, which achieved an accuracy of 95.6% and outperformed other models like
CNN-LSTM, single CNN, and single LSTM [45]. A rule-based hybrid solution that
incorporates various algorithmic models, including deep learning models like MLP and
CNN, achieved high efficiency and accuracy in detecting and controlling phishing activities
[46].

Email spam detection and phishing detection on websites have similarities and
differences in terms of the approach and algorithms used. Both involve the use of machine
learning techniques for classification. In email spam detection, features are extracted from
emails and machine learning techniques like decision trees, random forests, and logistic
regression are employed to forecast whether an email qualifies as spam or not [47].
Similarly, in phishing detection on websites, machine learning algorithms like C4.5 (J48),
random forest, and logistic regression are used to classify websites as phishing or
legitimate [48]. However, there are differences in the features used for detection. Email
spam detection focuses on features extracted from the email content, while phishing
detection on websites considers features related to the URL and website structure [43] [49].
Additionally, the datasets used for training and testing also differ, with email spam detection
using the SPAMASSASIAN corpus and phishing detection on websites using datasets from
the UCI repository [50].

The literature addresses class imbalances in email spam detection and phishing
detection through various techniques. One approach is the use of ensemble strategies and
Sampling techniques to address class imbalances in real-world applications [48]. Another
approach is the comparison of different natural language processing (NLP) and machine
learning methods, such as TF-IDF, Word2Vec, BERT, Random Forest, Decision Tree,
Logistic Regression, Gradient Boosting Trees, and Naive Bayes, to detect phishing emails
[51]. Additionally, deep learning and machine learning classifiers are used to detect
phishing websites and their brands, with experiments conducted using off-the-shelf CNN
architectures [42)]. Furthermore, the use of email embeddings techniques has been found
effective in classifying emails as phishing or legitimate, capturing indicators that contribute
to variations in classifiers [52]. These approaches demonstrate the ongoing efforts to
address class imbalances and improve the accuracy of email spam and phishing detection.

The assessment of email spam detection and phishing detection models in literature
involves the utilization of different evaluation criteria. These criteria encompass metrics
such as Accuracy, Precision, Recall, F1 score, and the Confusion matrix [53]. While
Accuracy is commonly used, it does not provide a complete picture of the overall
performance of the models. Precision and Recall are also important in understanding the
working of these algorithms [54]. In addition, the F-score, which combines Precision and
Recall, is used to assess the effectiveness of phishing email detection models [55]. Other



studies focus on the ecological validity of phishing detection measures, using tasks such
as the Phishing Email Suspicion Test (PEST) to quantify behavior and compare suspicion
scores with real-world efficacy [56]. Overall, the literature emphasizes the importance of
considering multiple evaluation metrics to accurately assess the performance of email
spam and phishing detection models.

Research results related to email spam detection and phishing detection can be applied
in real-world scenarios to improve digital communication security and user experience. An
alternative method is to create innovative spam detection models that encompass steps
such as acquiring datasets, extracting features, selecting the most suitable features, and
performing effective detection [2]. These models have the flexibility to utilize various
approaches, which involve analyzing text characteristics using methods such as Term
Frequency-Inverse Document Frequency (TF-IDF) to extract relevant features, as well as
the extraction of visual characteristics through approaches like color correlogram and Gray-
Level Co-occurrence Matrix (GLCM) [57]. Additionally, the use of deep learning
approaches like RNN and CNN can enhance the performance of spam email classification
[58]. Furthermore, benchmarking frameworks like PhishBench can be used to assess and
contrast the available attributes for identifying phishing attempts, it is essential to consider
the unique attributes of the datasets and the inherent imbalance in phishing attack
occurrences. [59]. These research findings can contribute to the development of intelligent
anti-spam email filters and improve the detection and prevention of phishing attacks,
thereby enhancing digital communication security and user experience.

3. Proposed Method

The proposed model is a CNN for a classification task implemented using
TensorFlow/Keras. Let's explain the mathematical concepts behind this model and write
the equations. As an an input layer, denoted by the variable "i," is a crucial component of
the neural network architecture. It represents the input data, typically of variable length
denoted as "T." The input layer, in essence, consists of a vector "i" with a length equal to
"T," and it serves as the initial input to the neural model, allowing the network to process
and analyze the input data effectively during its computations.

The Embedding Layer is a critical component of natural language processing models.
Its primary function is to transform words or tokens from the input data into D-dimensional
vectors, where "D" represents the predetermined embedding dimension. The layer's
operation is defined by the number of unique tokens in the dataset, denoted as "V," which
corresponds to the vocabulary size. The Embedding Layer essentially maps each token to
a continuous vector space, enabling the neural network to process and learn from the
textual data efficiently. This layer's functionality is mathematically represented in Equation
(1), illustrating its role in converting discrete tokens into continuous, numerical
representations.

x = Embedding(V + 1,D)(i) €))

In this study, the model incorporates three convolutional layers, each sharing a common
kernel size of 3. These layers have varying numbers of filters, The initial layer consists of
32 filters, followed by a second layer with 64 filters, and then a third layer with 128 filters.
After each convolutional operation, a Rectified Linear Unit (ReLU) activation function is
employed to introduce non-linearity to the network. The convolution operation can be
represented mathematically represented in Equation (2), which underscores its role in
feature extraction and transformation within the neural network architecture.



x = Conv1lD(C, K,activation="relu") (x) 2)

where C is the number of filters, K is the kernel size (3 in this case), and
"activation="relu™ refers to the ReLU activation function.

Each convolutional layer within the neural network architecture, a MaxPooling1D layer
is incorporated to reduce the feature dimension. This MaxPooling operation is performed
using a window size of 3, which means it extracts the maximum value within a sliding
window of three consecutive values along the feature axis. The MaxPooling calculated in
Equation is used to mathematically represent in Equation (3), facilitating the downsampling
of feature maps and helping the network capture essential features while reducing
computational complexity.

x = MaxPooling1D(3)(x) 3)

This study adopts the GlobalMaxPooling1D layer as an essential component in the
neural network architecture, specifically designed to extract the maximum value across all
the feature vectors generated by the preceding convolutional layers. It operates by
selecting the maximum value from each feature map, effectively condensing the spatial
information while preserving the most significant features. The GlobalMaxPooling operation
is mathematically represented in Equation (4), Explaining its function in diminishing the
spatial characteristics of feature maps while preserving the most crucial information for
further neural network processing.

x = GlobalMaxPooling1D (x) 4)

The Dense Layer, serving as the ultimate layer within the neural network architecture,
comprises five neurons, each corresponding to one of the output classes. To generate
class probabilities, the activation function applied to this layer is softmax, which normalizes
the neuron outputs and generates a probability distribution across the existing classes.
Mathematically, the Dense Layer's operation is depicted represented in Equation (5),
highlighting its role in mapping the learned features to class probabilities and enabling the
network to make predictions or classifications based on the input data.

x = Dense(5,activation="softmax") (x) 5)

The model is prepared for training through a compilation process where it is configured
with  specific settings. In this case, the choice of loss function is
"sparse_categorical_crossentropy,” which is suitable for classification tasks with discrete
class labels. The model utilizes the "adam" optimizer for effective weight updates
throughout the training process, while the "accuracy" metric is employed to evaluate the
model's performance. This compilation step ensures that the model is equipped with the
appropriate tools for learning from the data, optimizing its parameters, and evaluating its
accuracy during the training process. The model undergoes the training process, where it
learns from the training dataset and evaluates its performance on validation data over 200
training epochs. A batch size of 100 is utilized for mini-batch gradient descent, facilitating
more efficient weight updates.



This model describes the flow of data through a CNN architecture used for a
classification task. The dataset utilized in this research is the Spam Email dataset obtained
from Kaggle, comprising 5572 records with two features. The target variable in this dataset
is binary, with "yes" denoting spam emails and "no" representing non-spam or ham emails.
This dataset serves as the foundation for studying and developing models for the
classification of spam and non-spam emails, a fundamental task in email filtering and
cybersecurity.

4. Experimental Setup

A. Dataset

The dataset utilized in this research is the Spam Email dataset obtained from Kaggle,
comprising 5572 records with two features. The target variable in this dataset is binary,
with "yes" denoting spam emails and "no" representing non-spam or ham emails. This
dataset serves as the foundation for studying and developing models for the classification
of spam and non-spam emails, a fundamental task in email filtering and cybersecurity.

B. Preprocessing

In the provided code, the initial data from a CSV file is read using pandas, and then the
category labels ('Normal' and 'Spam') are transformed into numerical values using label
encoding. Subsequently, the dataset has been split into two subsets, with one designated
for training purposes, and the other reserved for testing, and the text in the 'Message'
column is tokenized and padded into sequences of integers with a fixed length to be used
as input for the CNN model. The CNN model is constructed and trained with the training
data, with the use of ModelCheckpoint to save the best-performing model. After training,
The model's performance is assessed using the testing dataset, and the results are
compared with several other classification methods such as SVM, Decision Tree, KNN,
GNB, and GBoost. Finally, the classification results from all methods are evaluated and
visualized for performance comparison. All these steps constitute the data preprocessing
and analysis process for the spam classification task.

C. Comparison Results

This research employs a CNN as the primary algorithm for the classification task, aimed
at Distinguishing between spam and legitimate emails. in the Kaggle-based Spam Email
dataset. In addition to the CNN model, the study establishes a set of baseline algorithms,
including SVM, Decision Trees, KNN, GNB, and GBoost, to assess CNN's performance
against well-established classification techniques. These baseline algorithms provide a
benchmark against which CNN's effectiveness and capability to tackle the email spam
detection problem can be evaluated, Offering insightful viewpoints on the strengths and
weaknesses of each approach in comparison.

D. Training and Evaluation

In this research, the model is trained using 200 epochs and a batch size of 64. The
performance evaluation of the model is conducted through the utilization of a Confusion
Matrix and a Classification Report. For the Confusion Matrix (CM), it can be represented in
Equation (6):

TP FP

Confusion Matrix = [FN TN (6)



Where:

In email classification, several key metrics are used to evaluate the performance of a
model. True Positives (TP) represent the instances correctly predicted as positive, which
in this context, are spam emails. False Positives (FP) occur when non-spam emails, or
negative cases, are incorrectly classified as positive. On the other hand, False Negatives
(FN) account for actual positive instances that are wrongly predicted as negatives. Lastly,
True Negatives (TN) stand for accurately predicted negative instances. For the
Classification Report, it provides various metrics such as precision, recall, F1-score, and
support for both "spam" and "non-spam" classes. The equations for precision (7), recall(8),
F1-score(9), and Accuracy (10) are as follows:

... TP (7
Precision = TP + FP
TP 3
Recall = m
2 - Precision - Recall ©)
F1-Score =

Precision + Recall

TP+TN 10
Accuracy = (10)
TP+TN +FP +FN

These metrics are essential in assessing the model's performance in distinguishing
between spam and legitimate emails, providing a comprehensive view of its classification
capabilities.

5. Result and Analysis

A. Training Process

In the section of our experimental analysis, we present two crucial figures that depict
our model's performance during the training process. Figure 1 showcases the training
accuracy (depicted by the blue line) and validation accuracy (the orange line) of our model,
offering insights into how effectively the model generalizes information from the training
data to the validation data.
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Meanwhile, in Figure 2, We create a visual representation of the fluctuations in training
loss (depicted by the blue line) and validation loss (indicated by the orange line) during the
training procedure. This figure aids in understanding how the model manages issues such
as overfitting or underfitting during training. With these two figures, we can glean valuable
insights into the model's performance and adaptation capabilities in distinguishing between
spam and non-spam emails within our dataset.
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B. Model Performance

In the subsequent section of our analysis, we present two essential tables that provide
a comprehensive overview of the performance metrics for various classification algorithms
applied to our dataset. Table 1 encapsulates the Confusion Matrix, displaying key values
such as True Positives (TP), False Positives (FP), False Negatives (FN), and True
Negatives (TN) for each of the algorithms, including CNN, SVM, Decision Tree, KNN, GNB,
and GBoost. This matrix allows us to assess the effectiveness of these algorithms in
correctly classifying spam and non-spam emails.

Table 1. Confusion Matrix

Algorithm TP FP FN TN
CNN 137 1 12 965
SVM 49 7 100 | 959
Decision Tree 66 37 83 929
KNN 25 11 124 | 955
GNB 149 939 0 27
GBoost 73 13 76 953

Moving on to Table 2, we delve into the Classification Report, which offers a broader
perspective on the model performance. This table includes metrics such as accuracy,
precision, recall, and F1-score for each algorithm—CNN, SVM, Decision Tree, KNN, GNB,
and GBoost. These metrics enable us to gauge the overall classification performance and
the balance between precision and recall, providing insights into the algorithms' strengths
and weaknesses in handling email spam detection within our dataset.



Table 2. Classification Report

Algorithm | Accuracy Class Precision Recall F1-Score

Normal 0.99 1.00 0.99

CNN 0.99 Spam 0.99 0.92 0.95
Normal 0.91 0.99 0.95

SVM 0.90 Spam 0.88 0.33 0.48
Decision 0.89 Normal 0.92 0.96 0.94
Tree ' Spam 0.64 0.44 0.52
Normal 0.89 0.99 0.93

KNN 0.88 Spam 0.69 0.17 0.27
Normal 1.00 0.03 0.05

GNB 0.16 Spam 0.14 1.00 0.24
Normal 0.93 0.99 0.96

Gboost 0.92 Spam 0.85 0.49 0.62

Table 2 presents the classification performance of six machine learning algorithms for
spam message detection. Among all evaluated models, the Convolutional Neural Network
(CNN) achieved the highest overall accuracy of 0.99. The CNN also produced excellent
performance for both classes, obtaining a precision of 0.99, recall of 1.00, and F1-score of
0.99 for the normal class. For the spam class, the model achieved a precision of 0.99, recall
of 0.92, and F1-score of 0.95, indicating that it successfully detected spam messages while
maintaining a very low false-positive rate. These results demonstrate that CNN effectively
learned complex textual patterns and provided the most reliable classification performance
among all evaluated methods.

Gradient Boosting (GBoost) produced the second-best performance with an overall
accuracy of 0.92. It achieved an F1-score of 0.96 for the normal class and 0.62 for the
spam class, indicating a balanced but less effective performance than CNN in identifying
spam messages. Similarly, Support Vector Machine (SVM), Decision Tree, and K-Nearest
Neighbor (KNN) achieved accuracies ranging from 0.88 to 0.90. Although these algorithms
maintained high recall values for the normal class (0.96-0.99), their recall for the spam
class was considerably lower, reaching only 0.33 for SVM, 0.44 for Decision Tree, and 0.17
for KNN. Consequently, their F1-scores for spam detection remained between 0.27 and
0.52, indicating that these conventional machine learning algorithms tended to misclassify
a substantial number of spam messages as normal.

Gaussian Naive Bayes (GNB) demonstrated the weakest performance, achieving an
overall accuracy of only 0.16. While the model correctly identified all spam messages with
a recall of 1.00, it classified only 3% of normal messages correctly, resulting in an F1-score
of 0.05 for the normal class and 0.24 for the spam class. This imbalance suggests that the
feature independence assumption of GNB is not suitable for modeling the complex
dependencies found in textual spam data. Overall, the experimental results indicate that
deep learning, particularly CNN, provides the most accurate and balanced performance for
spam message detection, whereas ensemble learning offers competitive results and
conventional classifiers exhibit limitations in recognizing minority spam instances.

6. Conclusion

This paper evaluated the performance of six machine learning algorithms for spam
message detection, namely Convolutional Neural Network (CNN), Support Vector Machine
(SVM), Decision Tree, K-Nearest Neighbor (KNN), Gaussian Naive Bayes (GNB), and
Gradient Boosting (GBoost). We utilized classification metrics, including accuracy,
precision, recall, and F1-score, to assess the effectiveness of each model. The
experimental results demonstrated that the CNN achieved the highest overall accuracy of
99% and consistently delivered the best performance for both normal and spam classes.
The model obtained precision, recall, and F1-score values of 0.99, 1.00, and 0.99 for



normal messages, while achieving 0.99 precision, 0.92 recall, and 0.95 F1-score for spam
messages. These findings indicate that CNN effectively captured complex textual patterns
and accurately distinguished spam from legitimate messages while maintaining a very low
false-positive rate.

The comparative evaluation also showed that Gradient Boosting was the second-best
performer with an accuracy of 92%, followed by SVM, Decision Tree, and KNN with
accuracies ranging from 88% to 90%. Although these conventional machine learning
models achieved high performance in recognizing normal messages, they exhibited
considerably lower recall and F1-scores for the spam class, indicating difficulty in
identifying minority spam instances. In contrast, Gaussian Naive Bayes produced the
weakest performance, achieving only 16% accuracy. Its extremely low recall for the normal
class and poor F1-scores demonstrate that the feature independence assumption is
inadequate for representing the complex dependencies among textual features in spam
messages. These results confirm that deep learning and ensemble learning approaches
provide more robust and balanced classification than conventional probabilistic methods.

Overall, this paper demonstrates that CNN is the most effective algorithm for spam
message detection because it provides superior classification accuracy and balanced
performance across both message categories. We show that deep learning can
significantly improve spam filtering by reducing false positives and false negatives while
maintaining reliable detection capability. These findings support the adoption of CNN-
based models for practical email and messaging security systems. Future work may
investigate transformer-based language models, such as BERT and RoBERTa, hybrid
deep learning architectures, explainable artificial intelligence (XAl), and larger multilingual
spam datasets to further improve detection accuracy, model interpretability, and
robustness against evolving spam patterns.
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